I'ocynapcTBeHHOe 010KEeTHOE JOIKOJIbHOE 00pa30oBaTe/ibHOEe yUupexaenue nerckuii cax Ne 40
KoMOuHUpoBaHHOTro BuAa Kuposckoro paiiona Cankr-IlerepOypra
198260, Cankr-IleTepOypr, npocnekt Berepanos, 1om 94, iutepa A
Tea./pake 750-26-57; 620-83-41
HNHH 7805145146 KIIII 780501001

MNNPUHSITO: ) YTBEPXJIEHO:
O61MM cobpanneM pabOTHHKOB CocHuHa e crbesc  TIpukasoM 1o ITBJIOY netckum caom Ne 40
I'BAOY pmerckum cagom Ne 40 Hapexpa E:f:*;gaz nopose Kupogsckoro paiiona Cankt-IlerepOypra
Kupogsckoro paitona Cankr-IleTepOypra BrktopoBHa  iozoc Ne 1 m. 17 or 09.01.2023
IIpotokon Nel ot 09.01.2023 3aBenyromuil H.B.Cocnuna

HomuTnka UHPOPMALUOHHOH 0€30IIACHOCTH

I'ocynapcTBeHHOT0 0KOIKETHOTO TOIIKOJHLHOT0 00Pa30BaTEJILHOIO
yupe:kaeHusi 1eTckoro caaa Ne 40 koMOMHMPOBAHHOTO BHIA
Kuposckoro paiiona Cankr-IletepOypra

Caukr-Ilerepoypr
2023 rog



1. O6ume nosoxennst

1.1.

1.2.

1.3.

1.4.

[Monutuka uHpopmannonnoir 6ezomacHocT ['BOY nerckoro cama Ne 40 Kuposckoro paiiona CaHKT-
[Merepoypra (manee — JIOY) ompenmenseT meaw W 3adadMl CUCTEMBI obecredeHus MHPOPMAIMOHHOM
0€30MacHOCTH M YCTaHABIMBACT COBOKYIMHOCTD MPaBWII, IPOLUEAYP, MPAKTHUIECKUX MPUEMOB, TpeOOBaHHN
M PYKOBOJAIINX MPHUHIWIOB B oOiacTd wH(pOopMannoHHO# Oe3omacHocth (nmamnee - UMB), xoropbmu
PYKOBOJICTBYIOTCSI PA0OOTHHKH IIKOJIBI TPHOCYIIECTBICHHN CBOEH JESITeITEHOCTH.

OcHosHoi1 ienbio [omutrkn naGOopManmonHoi 6e3onacHocT JJOY sBisieTcs 3amuTa HHGOPMAIUH ITPH
OCYILIECTBIICHUN YCTaBHOM JNESATEIHHOCTH, KOTOpas MperycMaTpUBAcT MPUHSATHE HEOOXOJUMBIX Mep B
HEeJSIX 3allUThl UHPOPMAIIMA OT CIYYaliHOTO WM NPEIHAMEPSCHHOTO WM3MCHEHUS, PACKPBITHS WIH
YHUUYTOKCHUS, a TaKkKe B IEIAX COONIONEHUS KOH(MUACHIMAIBHOCTH, IIEJIOCTHOCTH U JOCTYITHOCTH
nH(popMaIy, o0ecredeHus Iporecca aBTOMaTH3NPOBAHHOWNOOPaOOTKHM TAaHHBIX B YIIPABICHUU.

[TonuTrka MHGOPMAMOHHOW OE30MacHOCTH pa3paboTaHa B COOTBETCTBUM c: YKa3zoMm IIpesumeHra
Poccutickoit @enepanuu ot 1 mas 2022 1. N 250 "O A0MOTHUTENBHBIX MEpax M0 00CCIICYCHHIO
uHpopMannonHoi OezomacHoctu Poccuiickoit Menepanun'; denepanbHbiM 3aKOHOM OT 27 HEOJIS
2006r. Ne 149-03 «O06 wHpopManuy, THOOPMAIIMOHHBIX TEXHOJIOTHSIX M O 3alluTe W WUH(pOpMaImm»,
®enepanbHpiM 3aKk0HOM 0T 27 utonst 2006r. Ne 152-03 «O mepcoHanbHBIX JaHHBIX», DenepalbHbIM
3akoHOM OT 10 stHBapst 2002r. Ne 1-®3 «O06 smekTpoHHOU IU(POBOI moamucky, Yka3zom llpesunenta
Poccmiickoit ®enmeparmm ot 6 mapra 1997r. Ne 188 «O06 yrBepxknmenuu llepeunst cBeneHuit
KOH(QHICHIMAILHOTO XapakTepa», [locraHoBienuem IIpaButenscrBa PO Ne781 ot 17.11.07r. «OO6
YTBEPXKICHUN TOJOXKeHHs 00 obecriedeHnn 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX TpU UX 00paboTKe B
WH(GOPMAITMOHHBIX CHCTEMaX IMEPCOHANBHBIX AaHHBIX», [locranoBnenue IIpaButensctBa PO Ne687 ot
15.09.08r. «O6 ytBepxkacHuu I[lonoxenuss 00 0OCOOEHHOCTSX OOpabOTKM TMEPCOHATBHBIX JaHHBIX,
OCYIIECTBIISIEMOI 0€3 MCIOJIb30BaHUsl CPEACTB aBTOMATH3ALUM» a TAKKE PAAOM HHBIX HOPMAaTHBHBIX
MIPAaBOBEIX aKTOB B chepe 3amuTsl HHPOPMAIIHH.

OTBETCTBEHHOCTh 3a COOJIOIcHHE MH(POPMAIIMOHHON 0€30IacHOCTH HeceT Kaxabli coTpynHuk JIOVY.
Ha num, paGoTarommx 1O JIOrOBOpaM Tpa)IaHCKO - MPABOBOI'O XapaKTepa, MOJIOKEHHS HACTOSIIEH
MOJIUTUKY PACIPOCTPAHSIOTCS B CITydae, €CJIH 3TO 00yCIOBIEHO B TAKOM JIOTOBOPE.

2. esb ¥ 321241 NOJIUTHKH HHPOPMALHOHHOI 6€30MaCHOCTH

2.1.

2.2.

OCHOBHBIMH HEIIMH TOTUTHKH Wb saBIIsroTCS:

COXpaHEHHE KOH(PUIECHIIMAILHOCTH KPUTHYHBIX HHQOPMAIMOHHBIX PECYPCOB;
obecrievueHne HETPEPHIBHOCTH JIOCTYNA K HH(OpMamoHHEIM pecypcam 1OV
3alUTa 1eJIOCTHOCTA MH(OPMALMU C LeIbl0 Mojaaep)aHus Bo3MokHocTH JJOY 1o okazaHUIO yCIyr
BBICOKOT'O Ka4eCTBa U MPUHATHIO 3()(DEKTHBHBIX yIPaBICHYECKUX PEIICHHIA;
TIOBBIIIICHHE OCBEJIOMIICHHOCTH IOJIb30BaTeNIel B 00OJACTH PUCKOB, CBS3aHHBIX C WH(POPMAIIMOHHBIMU
pecypcamu J10Y;
Omnpezie/icHUe CTENeHH OTBETCTBEHHOCTH M OOSI3aHHOCTEH COTPYIHHUKOB 1O OOECIEUEHHUIO
MH(QOPMAIIMOHHOHN 6€30M1aCHOCTH.

MOBBIIIICHHE YPOBHs 3(G()EKTUBHOCTH, HEIPEPHIBHOCTH, KOHTPOJIHMPYEMOCTH MEp IO 3aluTe OT
peansHbIX yrpo3 Ub;

mpeaAOTBpalICHUC W/WIIA CHIKEHUE ymep6a OT MHIIMJCHTOB Ub.

OcHoBHBIMH 3ama4aMu ToauTuku Wb sBistroTes:
pa3pabotka TpeboBanuii o obecredenuto Ub;
KOHTPOJIb BHITIOJIHEHHUS YCTAaHOBIICHHBIX TpeOoBanwmii 1o obecnedenuto Ub;

MOBBITIICHHE 3PPEKTUBHOCTH, HEITPEPHIBHOCTH, KOHTPOJIHPYEMOCTUMEPOIIPUATHH 110 OOECTICUSHUIO U
noanepxanuio Ub;

pa3paboTka HOPMaTUBHBIX TOKYMEHTOB [Tt obecrieuenus 1b mKombsl; BEISIBICHNE, OIEHKA,
MPOTHO3WPOBAaHNE U MpPEJOTBpalleHne peann3anunyrpo3 Ub mkomsr;

opraHu3anus aHTHBHPYCHOﬁ 3allUThI I/IH(bOpMaLII/IOHHBIX PECYypCOB HIKOJIbI;

3ammrta nHpopManun JJOY oT HecaHKIMOHUpoBaHHOTO Hoctyna (nanee-HC) u yreuku mo
TEXHUYECKUM KaHaJlaM CBSI3H;



3. KOHHeﬂTyaﬂbHaﬂ cxeMa odecrevyeHust ﬂH(l)OpMalIPIOHHOﬁ 0e30MacHOCTH

3.1.Homutuka UB JIOY HampaBieHa Ha 3amuTy HH(GOPMALMOHHEIX PECYpPCOB (aKTUBOB) OT yIpo3,
UCXOJIAIIUX OT MPOTHUBOIMPABHBIX JCHCTBUM 3TOYMBIIIICHHUKOB, YMCHBIICHUE PUCKOB U CHIIKEHHUE
MOTEHIIMAIEHOTO Bpela OT aBapvii, HENpeTHAMEPEeHHBIX OMMOOYHBIX AeicTBui coTpymaHukoB JIOVY,
TEXHMYECKUX  COOCB  aBTOMATH3MPOBAHHBIX  CHUCTEM, HENPABWIBHBIX  TEXHOJOTHYECKHX U
OpraHM3alMOHHBIX PEIICHUI B MpoIeccax MOUCKa, cOopa XpaHEHWs, O0O0paOdOTKH, MPEAOCTABICHUS H
pactipocTpaHeHuss uHGopManmuu # oOecnedeHne ddPexkTuBHOTO W OecrmepeOOWHOro Iporecca
JIEATEIbHOCTH.

3.2. Hau6onpmuMy BO3MOKHOCTAMY JUIsl HAHeCEHHs yiepba obmagaer cobcTsenHslil nepconan JOY. Puck
aBapuii W TEXHWYECKHX cOOEB B aBTOMATH3MPOBAHHBIX CHCTEMaxX OIPEIENIeTCS COCTOSHHEM
anmapaTHOro OO0ECleYeHrs, HAJAEeKHOCTHI0O CHCTEM JHEProCHaOXEeHHS W  TeJIeKOMMYHHUKAITUi,
KBaJTM(UKAIUEH COTPYIHUKOB M MX CIIOCOOHOCTBIO K aJ[CKBATHBIM M HE3aMEUINTCIIBHBIM JICHCTBUSAM B
HEUITATHOW CUTYALUH.

3.3.Crpaterus obecneuenns UB JIOY 3aximodaeTcss B HCIONB30BAHMM 3apaHee pa3pabOTaHHBIX Mep
MIPOTUBOJIEHCTBHS aTakaM 3JI0YMBIIIUIEHHUKOB, a TaK)Ke MPOrpaMMHO-TEXHUYECKUX M OpraHU3allMOHHBIX
pelICHUH, MO3BOJSIOIINX CBECTH K MUHMMYMY BO3MOXKHBIE IOTEPHM OT TEXHHYECKHUX aBapuil M
OIMMOOYHBIX NEHCTBHIA COTPYTHIUKOB IITKOJIBI.

4. OcnoBHble NPUHIHAINBI 0GecTeyeHns] HHPOPMAIHOHHOI Ge30nacHoCTH

4.1. OcnoBubIMU puHIMNamMu obecniedenus Ub:

® TIOCTOSIHHBIM M BCECTOPOHHHUHN aHAJIM3 aBTOMAaTH3MPOBAHHBIX CHCTEM M TPYIOBOIO Mpoliecca C IebIo
BBISIBIICHHS YSI3BUMOCTH HH(OpMAIIMOHHBIX akTHBOB 10V,

® CBOEBpeMEHHOE OOHapyXeHHe Mpo0JeM, IOTCHIHUANTbHO CrnocoOHbIX moBmuaATh Ha Wb JIOY,
KOPPEKTHPOBKA MOJEJICH YIpo3 U HAPYIIUTEIIS;

e pa3paboTKa U BHEIPEHHE 3aIIUTHBIX Mep;

®  KOHTPOIb 3 (HEKTUBHOCTH MPUHUMAEMBIX 3AIIUTHBIX ME;

e rmepcoHHdUKaUs W pazlielieHHe poJed M OTBETCTBEHHOCTH Mexay coTpyaHukamu JIOY 3a
obecnieuenne b JIOY ucxomuT W3 MPUHIMIIA MEPCOHATBLHON M €IMHOJMYHON OTBETCTBEHHOCTH 3a
COBepIIIaeMbIe OIepaIlnH.

5.06beKTHI 3aMHATHI

5.1. O6bexTamu 3amuTHI ¢ TOUKK 3penust UB B ynpaBieHUy SBISIOTCS:
e uHpopmaunoHHbIi [Iporece npodeccnoHanbHON NEsTENBHOCTH;
e  uyHpopManuoHHbIe akTUBEI JJOVY.

5.2. 3aumiaemas vHGOPMALHUS AETUTCS HA CIEMLYFOIIME BUIbL:
e uHpopmManus o puHaAHCOBO-3KOHOMHUUECKOH aestensHocTH JJOY;
e TIepCOHANbHBIE JaHHBIE — JF00ast HHPOPMALHS, OTHOCAIIASICS K OIPENEICHHOMY UIIH OTPEAETIIeMOMY
Ha OCHOBaHHMHU TaKoW WHpOpManuu (GusndeckoMmy JHIy (CyObEKTy MEepCOHAIBHBIX JaHHBIX), B TOM
quciie ero (aMmiIus, MMs, OTYECTBO, I'OJA, MECAl, JaTa M MECTO DPOXKACHHMsS, aJpec, CeMelHoe,
coLManbHOe, UMYIIECTBEHHOE MOJIOKEeHUE, 00pa3oBaHue, npodeccus, T0X0bl, Apyras HHPOPMAaLus;

L Aapyragd I/IH(l)OpMaI_II/Iﬂ, HE OTHOCAIAsACA HU K OAHOMY M3 YKAa3aHHBIX BBIICBUOOB, KOTOpad
OTMCUYCHA I‘pI/I(l)OM «I[J'I}I cny>1<e6Horo IIOJIB30BaHUsA» HIIH «KOH(l)I/I,IlGHI_[I/IaJ'IBHO».

6. TpeGoBanus no nHGOPMANMOHHOI Ge30MACHOCTH

6.1.B oTHOmEHMH BceX COOCTBEHHBIX HMH()OPMALMOHHBIX akTUBOB JIOY, aKTHBOB, HAXOIAIIMXCS IO
koHTposieM JIOY, a Takke aKTHBOB, MCIOJB3YEMBIX JUIS MOJydeHUs aocTyna Kk uHppactpykrype 0OV,
JIOJKHA OBITH OIpE/eNeHa OTBETCTBEHHOCTh COOTBeTCTBYOIIero corpyauuka JIOY. Wuadopmanus o
CMEHE BJIAJICNIBIICB aKTHBOB, UX pacClpeiciiCHUN, U3MCHCHUSAX B KOH(PUTYypallud M KCIIOJB30BAHUU 32
npenenamu JIOY gomKHA TOBOIUTHCS 10 CBEIEHUS PyKOBOJUTEIIS.

6.2. Bce pa6otsl B npesenax JJOY JOMKHBI BBITIONHATHECS B COOTBETCTBUM ¢ O(PUIHAILHBIME JOIKHOCTHBIMU

00513aHHOCTSIMH TOJILKO HA KOMITBIOTEpAX, PA3pPCHICHHLIX K MUCITIOJIb30BAHUIO.
3



6.3. Bce nmanHble (KOH(UAEHIMAIbHBIE WM CTPOro KoH(MHAEHIHMANbHBIE), cocTaBisiomue Taitny JIOY u
XpaHsIIuecs Ha KECTKUX JUCKaX MOPTATUBHBIX KOMITBIOTEPOB, JOJDKHBI OBITh 3aH(POBAHBIL.

6.4.PYKOBO,I[I/ITCJ'II/I MOpa3AeNeHNd TOJDKHBI TEPHOAMYECKH TMepecMaTpuBaTh IMpaBa JOCTYNla CBOUX
COTPYTHHUKOB H JPYTUX MOJH30BATENEH K COOTBETCTBYIONUM HH(DPOPMAIIMOHHBIM pECypCaM.

6.5. B nensax obecreueHus CaHKIMOHHPOBAHHOTO JocTyma K WH(GOPMAIMOHHOMY pecypcy, Jo0o0il BXox B
CHCTEMY JIOJDKEH OCYIIECTBISITHCS C UCIONB30BaHINEM YHUKAIBHOTO HMEHH TI0IH30BATENS M TAPOJIS.

6.6. [onp30BaTeny TOHKHBI PYKOBOACTBOBAThHCS PEKOMEHIAIIUSAMHE TI0 3aI[Te CBOETO MapoJii Ha 3Tale ero
BBIOOpa W TIOCIEIYIOIIEro MCIIONB30BaHUA. 3allpenaeTcs coo0IaTh CBOW Maposib APYTUM JIMLAM WA
MPEIOCTABIISATH CBOIO YUCTHYIO 3allUChAPYTUM, B TOM YHCJIC YICHAM CBOCH CEMbH U OJTU3KUM.

6.7.B mnpouecce cBoeil pabGOTHl COTPYAHHKH 00f3aHbI OCTOSIHHO MCIONb30BaTh PEXKUM "DKpaHHOM
3acTaBKU" C MapoJbHOM 3amuTol. PexoMeHayeTcs yCTaHaBIMBAaTh MaKCHMajibHOE Bpems 'mpocTos"
KOMITBIOTEPA 0 TOSBIICHUS SKpPAaHHON 3aCTaBKU He oible 15 MuHyT.

6.8.I[OCTyH K CCTH I/IHTepHCT o0ecIieuynBaeTCsA TOJNBKO B IMPOMU3BOACTBECHHBIX LEJIAX W HE MOXET
HCIIOJIB30BAThC I HE3aKOHHOM AeSITEIbHOCTH.

PexoMennoBaHHbI€ MpaBuUia:

®  corpyaaukam IOV pazpemiaeTcs UCIONB30BaTh ceTh MIHTEPHET TOMBKO B CITY>KEOHBIX IEIAX;

®  3ampermmaeTcs MOCeIIeHue JII00oro caiiTa B ceTu MIHTEpHET, KOTOPHIH CYUTAETCS OCKOPOUTEIEHBIM

111 OOLIECTBEHHOT'O MHEHHUS MJIM COIEPKUT MH(OPMALHMIO CEKCyalbHOTO XapakTepa, Iponaraiay
pacoBoll  HEHABHCTH, KOMMEHTapHH TI0  TOBOAY  Pa3JIM4Us/TPEBOCXOJCTBA  IIOJIOB,
JUCKPETUTHPYIOIINE 3asiBIECHUS UM WHBbIE MaTepHUalbl C OCKOPOUTENBHBIMU BBICKa3bIBAHUAMU 110
MOBOAY YbEro-mub0 BO3pacTa, CEKCyaJbHOM OpPUEHTAlM{, PEIUTHO3HBIX WIM IOJUTHYECKUX

yOeXIeHUH, HAIIMOHAJILHOTO MTPOUCXOXK/ICHHUS WU HEACECIIOCOOHOCTH;

b pabota cotpynuukoB JIOY ¢ MHTepHET-pecypcamMu OMyCKAETCS TOJIBKO PEKUMOM MPOCMOTpa
WHpOPMAIIUK, UCKITIOYast BO3MOXKHOCTh Tiepenaun nadopmarmu JJOVY B cets MHTEpHET;

®  COTpyOHHKAM, UMEIOIMIMM JIMYHBIE Yy4Y€THBIE 3alliCH, IPEelOCTaBIEHHbIE IMTyOIMYHBIMU
IpoBaiiiepaMy, He pa3peraeTcs MoIb30BaThCsl UMH Ha 000py10BaHMH, TpuHaaIexamiem 10V,

®  corpyanuku 1OV nepes OTKpPBHITHEM HIIM paclpocTpaHeHrneM (aiiyioB, MONyYEHHBIX Yepe3 CeTh
WHTEpHET, TOJKHBI IPOBEPUTH UX HA HAJIMUUE BUPYCOB;

L 3ampereH noctyn B MHTEepHET uepe3 ceth JJOVY s BceX NN, HE SBISIOIMIAXCS COTPYIHHKAMHU
IITKOJIBI, BKITIOUAS WICHOB CEMBH COTPYIHUKOB.

6.9. AIMUHKMCTPaTOp MMEET MPAaBO KOHTPOJIMPOBAThH COJIEPIKAHUE BCETO MOTOKA MH(OPMAIMH, NPOXOsIeit
yepe3 KaHaJl CBsI3U K ceTu VHTepHeT B 000MX HaIlpaBIICHUSX.

6.10. COTpyIHUKH JIOJDKHBI IOCTOSIHHO IOMHUTH O HEOOXOAMMOCTH oOecriedueHus (DU3MUECKOM
0e30macHOCTH 000PYIOBaHUS, HA KOTOPOM XpaHuTcs uadopmarms J10Y.

6.11. Corpynnukam 3ampemieHo  CaMOCTOSTENBHO — H3MEHATh  KOH(UIYpalHMio — alnapaTHOro M
MIPOTPAMMHOTO O0ECTICUCHHUSI.

6.12. Bce kommbroTepHOE 00OpYAOBaHHE (CEpBEPBI, CTAIMOHAPHBIE M IOPTATHBHBIE KOMIIBIOTEPHI),
nepudepuitHoe o0opynoBanue (Hampumep, IPUHTEPHI M CKaHEPHI), aKkceccyapbl (MaHUMYISATOPHI THIIA
"MBIIIB", MAPOBbIE MAaHUIYIATOPBI, AUCKOBOABI Iisi CD-IHMCKOB), KOMMYHHKAIIMOHHOE OOOPYIOBaHUE
(narmpumep, (akc-Mo/IeMBbl, CETEeBbIe ajanTepbl W KOHIIGHTPATOPHI), JUIs LeJiell HAacTOANIeH MOMUTUKA
BMECTE UMEHYIOTCS "KOMITbIOTEpHOE 000pymoBanue". KoMmbioTepHoe 000pymoBaHue, IPEAOCTABICHHOES
JOY, sBusercs ee COOCTBEHHOCTHIO W MpPEJHA3HAYEHO JJIsl HWCIONB30BaHMS HCKIIOUHUTENBHO B
MIPOU3BOACTBEHHBIX LIENIAX.

6.13. Kaxplii coTpyaHMK, MONYYMBIIMII B I0JB30BaHHE MOPTATHBHBEIN KOMIBIOTEP, O0A3aH NPUHSATH
HaJISKAIUEe MEPBI IO 00SCIICUSHUIO €T0 COXPAHHOCTH.

6.14. Bce xoMmbIoTephl IOJKHBI 3alIMIIATHCS HApOIeM IIPH 3arpy3Ke CHCTEMBI, aKTUBAIMM 110 Topsdeil
KJIABUIIM W TOCJIE BBIXOJAa M3 peXuMa "OKpaHHOW 3acTaBKH". JIJI1 yCTAaHOBKM PEXHMOB 3alllUThI
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MOJIL30BATEIb JTOJKEH O0PAaTUTHCH K aIMUHHUCTPATOpy. JlaHHbBIC HE JOKHBI OBITh CKOMIIPOMETHPOBAHBI
B ClIyYae XaJaTHOCTH WJIM HeOpPEKHOCTH MpHBEAIIer K morepe odopynoBanus. [lepen yrunmsanueit Bce
KOMIIOHEHTBI 000PY/IOBaHUs, B COCTaB KOTOPHIX BXOJSAT HOCUTENH JAHHBIX (BKIIFOUYAs )KECTKHE JTUCKH),
HEOOXOJUMO TPOBEPATh, YTOOBI yOEAWTHCS B OTCYTCTBUM HAa HUX KOH(HUICHIUAIBHBIX JaHHBIX U
JUICH3NOHHBIX  TMPOAYKTOB. JlOIKHA BBIONHATBCA Tporenypa (QOpMaTHpPOBaHUS  HOCUTENEH
WH(OPMAITIH, UCKITIOYAIOIIas BO3MOXHOCTh BOCCTAHOBJICHHUS TaHHBIX.

6.15. Tlpu 3amucu kakoif-1u60 MH(OPMALMK HAa HOCUTENb I Mepefadd CyObeKTaM, y4acTBYIOLIUM B
MHQOPMAIIMOHHOM OOMEHEe, HEOOXOAUMO YOEOUThCS B TOM, YTO HOCHUTENb YHCT, TO €CTh HE COICPIKUT
HUKaKuX HMHBIX JaHHbIX. [Ipoctoe mepedopMaTHpoBaHHE HOCUTEIsI HE JaeT TapaHTHU IIOJIHOTO
yIaJeHusl 3alIMCAaHHON Ha HEM NH(pOPMaLUH.

6.16. Tloptel nepenaun gaHHLIX, B ToM uncie CD quCKOBOIBI B CTAIIMOHAPHBIX KOMITHIOTEPAX COTPYIHHKOB
JOVY OrnokupyroTcs, 3a UCKIFOYCHUEM TEX CIIydaes, KOTJa COTPYJAHUKOM TIOJIYYCHO pa3peilicHUE Ha
3aMuch OT AAMHUHUACTPATOPA.

6.17. Bce mporpaMmHOe obecrieueHHe, YCTAaHOBIEHHOE Ha mpenoctaBieHHOM JIOY  KOMIBIOTEPHOM
obopynoBanum, sBisiercs coOctBeHHOCTRIO JIOY W MOMKHO HCIONB30BAThCS HCKIIOYHTENHHO B
MIPOU3BOACTBEHHBIX IEIIAX.

6.18.  Corpyanmkam 3ampernaeTcs ycTaHaBIMBaTh Ha MPEJOCTABICHHOM B MOJB30BAHUE KOMIIBIOTEPHOM
000pyIOBaHMM HECTaHAAPTHOE, HEIUIEH3MOHHOE INPOTPaMMHOE oOOecredeHne WM IPOrpaMMHOE
obecriedyeHre, He HMEIOIIee OTHOIICHHS K WX TPOW3BOJCTBEHHOW JesTenbHOCTH. Eciam B Xome
BBITIOJIHCHUS TEXHUUYECKOTr0 OOCIIYy)KMBaHUs OylneT OOHApy)KCHO HE pa3peIICHHOE K YCTaHOBKE
mporpaMmMHOe oOecrieueHue, OHO OyAeT yaaJeHo, a COOOIIeHHWe O HapyIIeHWH OyAeT HampaBlIeHO
HETIOCPEICTBEHHO PYKOBOIMTEIIIO.

6.19. Ha Bcex mMOpTaTMBHBIX KOMIIBIOTEPAX JIOJUKHBI OBITH YCTAHOBIIEHBI MPOrPAMMBI, HEOOXOIUMBIE IS
o0ecrieyeHus 3auThl HHPOPMALIUH:
®  [IEpCOHAJIBHBIN MEXCETEBOM 3KPaH;
®  AHTUBHPYCHOE MPOTPAMMHOE 00eCIIeUeHUE;
e mporpamMmHoe oOecriedeHne mu(pPoBaHUs KECTKUX JTUCKOB.

6.20. Cotrpynnuku IOY He TOIKHBL:
® OIIOKMPOBATh AHTUBUPYCHOE IPOTPAMMHOE O0ECIIeUeHHE;
®  YCTaHABJIMBATH JAPYroe aHTUBUPYCHOE MPOTPAMMHOE 00eCIIeUeHHE;
®  U3MEHATh HACTPOWKH U KOH(DUTYPAIHIO aHTUBUPYCHOTO IPOTPaMMHOTO 00ECTICUSHMSI.

6.21. DaexTpoHHBIE COOOIIEHHS JOIKHBI CTPOrO COOTBETCTBOBATH CTAHAPTAM B O0OJIACTH JIEJ0BOM ITHKH.
Hcnonp3oBaHue 37€KTPOHHOH MOYTHI B JIMUHBIX LEJAX HE Joiyckaercs. CoTpyIHUKaM 3alpeniaeTcs
HanpasJsiTh KoHpuAeHIManbHyoHHGopMamio 1OV 1o 31eKTpOHHOH mouTe 03 UCIOIb30BaHUs CUCTEM
umpposanus. Ctporo koHduaeHnmanbHas uHpopManus JAOY, HH TpU KakMX OOCTOSITENBCTBAX, HE
MOJIJIEKUT TEPECHUIKE TPETHHUM JIMIIAM TI0 IEKTPOHHOM MmodTe.

6.22. Wcnonb3oBanue corpyaukamu JJOY TyONMUYHBIX MHOYTOBBIX SIIMKOB 3JIEKTPOHHON IOUTHI
OCYIIECTBISETCS TOJBKO TIPU COTJACOBAHWU C OTBETCTBEHHBIM 3a oOOecredeHue O0e30MacHOCTH
WHGOPMAITUH TIPH YCIOBUUTIPUMEHEHMSI MEXaHU3MOB IH(PPOBAHMSL.

6.23. Corpynauku JIOY nmns oOMeHa JHOKYMEHTaMH JOJDKHBI MCIIOJIB30BAaTh TOJBKO CBOUM O(MHUITMAIBHBIH
aJIpec AJNEKTPOHHOM MOUTHI.

6.24. CooOwmenus, TnepechlIaeMble 10 JJEKTPOHHOM II0YTe, MPEACTABISIOT COOOH  IOCTOSHHO
UCIIOJIb3YEMBIF HHCTPYMEHT JUISI DJIEKTPOHHBIX KOMMYHHKAIIWH, HMEIOIINX TOT XK€ CTaTyC, YTO U MHUChMa
n (pakcUMUIBHBIC COOOMICHUSA. DJIEKTPOHHBIC COOOIICHMsSI IOJUICKAT TaKOMY JKE€ YTBEPKICHHIO W
XPaHEHUIO, YTOU MPOYUE CPEACTBA MUCHMEHHBIX KOMMYHHKAITHIA.
B nensx mpegoTepaiieHust OMMOOK P OTIPABKE COOOIICHMIA ITOJIB30BATENH MEPEl OTIPABKON JTOJIKHBI
BHUMATEJILHO MTPOBEPUTH MPABUIBLHOCTh HANIMCAHUS HMEH H aJJpecoB Ioiydarenei. B ciyyae momyuenus
COOOIIEHUST JTUIIOM, BHHMAaHHUIO KOTOPOTO 3TO COOOIICHHWE HE MpeJHa3HAYaeTCs, TaKoe COOOIICHHE
HE00XOIMMO TIEPENPABUThH HEIIOCPEICTBEHHOMY TOIY4aTelIio.
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6.25. He nonyckaercs npu UCIONb30BAHHUS IEKTPOHHOM OUTHL:

® pacchUTKa COOOINECHUH JIMYHOTO XapakTepa, HWCHOJb3YIOIIUX 3HAYHUTENBHBIC PECypPCHI
3JICKTPOHHOM TOYTHI;

®  pacchlIKa PEKIaAMHBIX MaTEPHAJIOB;

® [IOJANMUCKA HAa PACCBUIKY, YYaCcTHE B JUCKYCCHSIX W TOJOOHBIC YCIYTH, HUCIOIb3YIOIIUE
3HAYUTENILHBIC PECYPCHI AIEKTPOHHOM MOYTHI B JIMYHBIX IEJISIX;

® [IOWCK M YTCHHE COOONICHWI, HANpaBJICHHBIX JPYTHM JHIaM (HE3aBUCHMO OT crocoba ux
XpaHCeHHS);

®  TICpEChUIKA JIFOOBIX MAaTEPUAIOB, KaK COOOIICHUN, TaK ¥ MPUIOKEHHUH, COJCPKAHUE KOTOPHIX
SIBJIICTCS.  MPOTUBO3aKOHHBIM,  HENPUCTOHHBIM,  3JIOHAMEPEHHBIM,  OCKOPOUTEIHHBIM,
YIPOKAIONIMM, KICBETHUYECKUM, 3JIOOHBIM HIIH CIIOCOOCTBYET MOBEACHHUIO, KOTOPOE MOXKET
paccMaTpUBAThCS KaK YTrOJIOBHOE MPECTYIUICHHE WM aJMUHHCTPATUBHBIN MPOCTYIIOK JTHOO
MPUBOJUT K BO3HHUKHOBEHHUIO TPaXKIAHCKO-TIPABOBOW OTBETCTBEHHOCTH, OCCIIOPSIIKOB HITU
MPOTUBOPEYHUT CTAHJAPTaM B 00JIACTH ITHKH.

6.26. Bce monb30BaTeNN HODKHBEI OBITH OCBEIOMIICHBI O CBOCH OOS3aHHOCTH COOOMIATh 00 M3BECTHBIX WIH
MOJO3PEBACMbIX HMH HapyIICHUSIX WH(OOPMAIMOHHOW O€30MacHOCTH, a TaKXKe JOJDKHBI OBITh
HpOI/IH(l)OpMI/IpOBaHI)I O TOM, 4YTO HH HpI/I KaKHux OGCTOSITCJII)CTBEIX OHHMU HE€ OOJDKHBI IIBITAThHCS
UCIIOJIb30BaTh CTABIIHE UM U3BECTHBIMH CJIA0BIC CTOPOHBI CUCTEMbI O€30TACHOCTH.

6.27. B ciydae Kpaku IEPEHOCHOTO KOMIIBIOTEPA CIIEAYET HE3aMETUTENBHO COOOMIUTE PYKOBOIUTEIIO.

6.28. Ecmu wuMeeTcs MONO3pEHME WM BBISABICHO HANTMYME BHPYCOB MIM HHBIX Pa3pyIIMTETbHBIX
KOMITBIOTEPHBIX KOAOB, TO CPa3y MOCIe UX OOHAPYKEHHUS COTPYIHHUK 00s3aH:

e  MpOMHPOPMUPOBATH aIMUHUCTPATOPA;
®  HE HCIIOJIB30BaTh U HE BKIIKOYATh 3apPayKEHHBII KOMIIBIOTED;

e HE MOACOCOUHSATH 3TOT KOMIBIOTEP K KoMmmbloTepHoi cetu IOV no Tex mop, moka Ha HEM He
OyzeT npou3BeICHO yaaneHne 0OHapyKEHHOT0 BUPYCa 1 MIOJHOE aHTHUBUPYCHOE CKaHUPOBAHUE
CHEINATTUCTOM.

6.29. Corpyanuxam JIOY 3anperaercs:
e HapywaTh HH(GOPMALMOHHYIO Oe30macHoCTh U padoty cetu JOVY;
®  CKaHWPOBATh MOPTHI MJIHM CHCTEMY 0€301TacCHOCTH;
®  KOHTPOJHUPOBATH pabOTY CETH C TIEPEXBATOM JIAaHHBIX;

e TIONy4YaTh JOCTYIl K KOMIBIOTEPY, CETH WIW YyYETHOW 3amuch B 00XOJ CHUCTEMBI
WIeHTU(DUKAIINY TIOTB30BaTeNs WM 0€30MaCHOCTH;

e 1iepenaBaTh WHGPOPMAIMIO O COTPYIAHHMKAX WM CHUCKU cOTpyaHukoB JIOY mnocTtopoHHUM
JIMIIaM;

® Co3/1aBaTh, OOHOBJATh WJIM PAcCHpPOCTPAHATh KOMIBIOTEPHBIE BUPYCHI H  IpOYHe
pa3pyHIHTENsHOE TPOTPAMMHOE OOeCTIeueHHE.

630 OTBETCTBEHHOCTh 3a COXpPAaHHOCTb JOaHHBIX Ha CTAlIMOHAPHBIX W MNOPTATUBHBIX NECPCOHAJIBHBIX
KOMIIBIOTEPpAX JICKUT Ha MOJIL30BATCIIAX.

6.31. HeoGxomumMo peryispHO JenaTh pe3epBHbIE KOIUM BCEX OCHOBHBIX CIYKEOHBIX JAHHBIX U
MPOTPAMMHOTO 00ECTICUCHUSI.

6.32. Bce 3asBKkM  Ha MNpOBEIEHHE TEXHUYECKOTO 00CITy>KUBaHHUS KOMIIBIOTEPOB
JIOJIKHBI HAIIPABJISATHCSA aIMUHUCTPATOPY.

7. Ynpasienue nnpopMaHOHHOI 6e30IACHOCTHIO

7.1. Yupasnenue UB JIOVY Bkmouaer B cebs:

®  pa3paboTKy U ToJ/epXKaHue B aKTyalbHOM COCTOSIHUH [MomTrkn
WHPOPMALMOHHON 0€30MIaCHOCTH;

®  pa3paboTKy U ToJAep)KaHue B aKTyaJbHOM COCTOSTHUH HOpPMaTHBHO-
METOAMYECKUX JOKYMEHTOB 10 ob0ecnieueHuio Ub ;

®  o0OecneueHue OecrniepeOoiiHOTO (DYHKIIMOHUPOBaHUS KOMIUIekca cpencts Wb,
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®  OlLICHKY PUCKOB, CBA3aHHbIX C HapyieHusmu 1b.

8. Peanmanus moMTHKH MH(OPMALMOHHOI Ge301acHoCTH

8.1. Peanuzanus IMonutuku UGB JIOY ocymecTBiseTcss Ha OCHOBAHMU JOKYMEHTOB, PErlaMEeHTHPYHOIIMX
OTJeNbHBIE MTPOLETYPHI M MPOLecChl TPOPecCHOHATEHOM ESTebHOCTH B YIPABICHHH.

9. Mopsok BHeceHUs M3MeHEHMIT M IONOTHEHHI B HOJIMTHKY HH(POPMANMOHHOH 6e30IacHOCTH

9.1. Buecenune usmenenuii u gononHenuii B [lonuTuky uMHGOPMALMOHHON OGE30MACHOCTH HPOU3BOMUTCS HE
peke OJHOTO pa3a B TPW Trojla C IEJhI0 IMPHBEICHUS B COOTBETCTBHE oOmpernesieHHBIX [lomuThkoin
3alIUTHBIX MEP PeATbHBIM )KU3HCHHBIM YCJIIOBUSAM M TEKYIIIMM TPSOOBAHUSAM K 3aIIUTE WHPOPMAITUH.

10. Kontpous 3a cob.oaenneM nouTHKH HHPOPMANMOHHO Ge30aCHOCTH

10.1. Texymmii koHTponb CcOOMIOAEHMS BBIIOJHEHHs TpeGoBaHuil IlomMTUKM MH(OPMALMOHHOM
6e3omacHocty IOV Bo3naraercst Ha COTPYIHHUKA, HA3HAYEHHOT'O IIPUKA30M PYKOBOAUTEIISL.

10.2. PykoBoauTenh Ha PEryJspHOIl OCHOBE PACCMATPMBAET PEAM3ALMIO M COOJIONEHHE OT/ETIBHBIX
nonoxeHud [lomuTkn WHPOPMAMOHHON 0E30IMaCHOCTH, a TaKKe OCYIIECTBISET MOCIETYIOIHNA
KOHTPOJIb 33 COOIIOICHUEM €€ TPeOOBAHHIA.
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